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INTRODICTION

What is voice phishing?
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VOICE PHISHING
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Through the phone Private data + Fishing



Recent Trends in Crime Methods

INTRODICTION

The scenario team conspires

Team-based verbal strategies which are be No face-to-face
criminal organization used to deceive the victim. interaction
¢ ® ®
A head office in China Well-prepared Victims decide authenticity
A call center scenarios 2 e alime eily diough

An account opening team
A cash withdrawal team
A currency transfer team

what phishers are talking to
the victims



INTRODICTION

Language crime
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Language Crime

Criminal activities are accomplished
only through talk

Strategic and conscious linguistic choices
for phisher’s conversational goals

Phishers deliberately plan and
negotiate discourse structures

Evidencing what they are saying and
justifying what targets should do



. RESEARCH QUESTIONS

‘ What are the discourse structures of voice phishing conversation?

‘ What are the conversational strategies employed by voice phishers?



€ Among 488 transcripts and recordings released by the Korean Financial Supervisory Service Official Website

& 28 cases of impersonating government agencies targeting victims in their 20s and 30s (Jan. 2019)

& This study presents 8 conversation extracts among them

METHODOLOGY

@ Discourse analysis

4

Shuy (2005) “Language Crimes, Conversational Strategies, and Language Power”

¢ With a qualitative approach, it uncovers underlying strategic mechanisms of how linguistically crimes are
created and proceed.






CONSTRUCTING
AUTHORITY FRAME




IMPERSONATION TYPE

Governmental agencies
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€ rforegrounding the organization names at the very initial position of turns

€ Authority and reliability of the government agencies they impersonate.

“in the process of constructing power, the first is the basis for power negotiation. Structural power arises
from the speaker’s affiliation with social institutions.” (Shuy, 2005:33)
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Governmental agencies

IMPERSONATION TYPE
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Governmental agencies

\ 4
a0
Specific facts about his or her name,
4 position, and affiliation from Korean

Supreme Prosecution or police
departments

& The necessity of governmental
level of protection

¢ Often use difficult specialized
terms and jargon with coercive
voice tone

IMPERSONATION TYPE

ASYMMETRIC
POWER RELATIONS

DOMINANT
VS.
SUBMISSIVE

¢ Are scared of being involved in
serious crime

& Are persuaded to take measures
to protect his or her assets with
assist from the phisher

¢ Resolves suspicions under the

name of ‘protecting’ an innocent
citizen
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TOPIC CHANGE -
INTERPERSONAL STANCE



A4=>8 TOPIC CHANGE

Highlighting Interpersonal stance (1)
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A4=>8 TOPIC CHANGE

Highlighting Interpersonal stance (1)
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A4=>8 TOPIC CHANGE

Highlighting Interpersonal stance (2)
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A4=>8 TOPIC CHANGE

Highlighting Interpersonal stance (3)
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TOPIC CHANGE

Highlighting Interpersonal stance (3)
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TOPIC CHANGE

Highlighting Interpersonal stance
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& Frame shift

& Interpersonal stance — personal feelings, opinions, attitudes about a person or proposition (Biber, 2006)

& The phisher changes his footing (Goffman, 1981) from a protector to a person who is interacting with the
target as a person.

¢ The discursive frame shifts from protection frame (protector vis-a-vis protectee) to interrelationship frame (a
person vis-a-vis a person).



USE OF THREATENING LANGUAGE

- ADDING DETAILS
EPISTEMIC SUPERIORITY
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USE OF THREATENING LANGUAGE

Adding details (1)
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USE OF THREATENING LANGUAGE

Adding details (2)
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@ One of the linguistic aspects of threatening language is in its use of details:
the more detail or specificity used in a threat, the higher level of dangerousness (Gales, 2017:4).

& High level threats usually contain detailed description of how threats carry out, who is specifically targeted,
and the time when the threat will occur (Napier and Mardigian 2003)

¢ Camouflaging the illegality, a form of deception where the person doing illegal actions
pretends to do perfectly legal things when, in reality, they are not (Shuy, 2005:24)

©® One of the most popular verbal indicators of truthfulness is richness in detail (Vrij, 2008)
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USE OF THREATENING LANGUAGE

Epistemic superiority (2)
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USE OF THREATENING LANGUAGE

Epistemic superiority (3)
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@ Establishing epistemic authority

¢ Known-answer question

@ Phishers delude the victims with false beliefs that targets are attaining shared knowledge
about the crime. (Shuy, 2005)



SPEAKING FOR THE TARGET
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@ Schiffrin(1993:234) calls the discursive phenomena of speaking on behalf of another as “speaking for another”;
“making a statement about another’s internal state—something that only the other in a position to know about”

& 'Speaking of yourself’ rule (Schiffrin, 1993) implies conversational agreement on protecting each other's right
to speak

& Placing the target in a powerless position vs. the phisher in an advantageous position of staying one jump
ahead of the target in the conversation.

& Distancing the phisher-self from “voice phishing” — Establishing foundation that they can offer protection for
the target to prevent damage from voice phishing.



. SUMMARY
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FAKING IDENTITIES
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PROTECTIVE TYPE RELIABILITY
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ASYMMETRIC
POWER RELATIONS
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NO FACE-TO-FACE
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. SUMMARY

CONVERSATIONAL STRATEGIES

1. By problematizing the targets’ demeanors and attitudes, discursive frame shift occurs —from protective frame to

interpersonal frame

2. Phishers try to improve plausibility of the crime they commit by intentionally violating maxim of quantity and

providing too much detail

3. Phishers speak for the target —stating target’s internal mind and thoughts, thereby intercepting target's right to speak

FUTURE RESARCH

1. Phishing through Kakaotalk or message applications

2. What if targets know how to delude the phishing conversation?
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TOPIC CHANGE

Highlighting Interpersonal stance
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TOPIC CHANGE

Highlighting Interpersonal stance
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